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Chapter 6 — €S7/SB Xerxes’ Arrows: SIGINT Support 
to the Air War, 1964-1972 


(U) The air war against North Vietnam, which 
started in late 1965, had been a gleam in the eye 
of Johnson administration officials for several 
months before the first bomb was dropped. On 1 
March 1964, William Bundy, a deputy assistant 
secretary for defense in the Kennedy administra- 
tion, had proposed bombing North Vietnam and 
mining Haiphong harbor. He argued that the 
bombing campaign would achieve several results 
beneficial to Saigon and Washington: stop the 
infiltration of supplies down the Ho Chi Minh 
Trail to the Viet Cong, stiffen the backbone of the 
government in Saigon, and demonsirate to the 
world -~ especially the communist bloc — that the 
United States had the will and gumption to pros- 
ecute and win the war. In the same month, 
McGeorge Bundy, William’s brother, and nation- 
al security advisor to President Johnson, wrote 
what would be the blueprint for the air campaign, 
the National Security Advisory Memorandum 
(NSAM) 288, which called for a program of grad- 
ually escalated bombing of military targets in 
North Vietnam, and particularly, to retaliate 
against Hanoi for Viet Cong attacks against 
American personnel and installations in the 
South. 


(U) Surprisingly, for all this planning, nothing 
was done against North Vietnam for some time. 
The only bombing missions outside of South 
Vietnam were flown over Laos against selected 
points on the Ho Chi Minh Trail. Even at that, 
most of the strikes were done by the tiny Royal 
Laotian Air Force (RLAF) and its small fleet of T- 
28 (Nomad) single-prop, fighter-bombers. The 
United States limited itself to armed reconnais- 
sance flight missions, code named Yankee ‘Team, 
over the trail, searching for likely targets for the 
RLAF bombers. After a Yankee Team RF-8A 
(Crusader) was shot down on 6 June 1964, near 
Xiengkhouang, Laos, the USAF flew a retaliatory 
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(UV) American T-28s in formation over South Vietnam 


raid against the suspected AAA site. Still, there 
was no air campaign like the one being urged on 
the Johnson administration by the JCS in 
Washington and General Westmoreland from 
Saigon. 


(U) What the Johnson administration lacked 
was a potent enough rationale for air intervention 
against North Vietnam. On 2 August 1964, Hanoi 
had obliged by attacking the U.S. destroyer 
Maddox in the Gulf of Tonkin. The purported sec- 
ond “attack” on 4 August gave Washington its 
first reason to retaliate directly against the DRV — 
which it did on 5 August against IHanoi’s naval 
facilities. The real benefit of the second “inci- 
dent,” at least for LBJ’s political agenda, was the 
passage of the Tonkin Gulf Resolution. Yet, even 
with this carte blanche in hand, Washington 
delayed the air campaign. The indccision was 
partly political. President Johnson worried about 
the effect that a hot, shooting war might have on 
the Great Society legislation and the approaching 
presidential election. The other cause for the hes- 
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itation was strategic. In this case, the issue was 
what approach to take in an air war against North 
Vietnam so as to keep the conflict “contained” 
and under Washington’s control." 


(U) Washington Plans the Air War, 
1964-1965 


$//SH-In Washington, a working group, 
which had convened in the fall of 1964, had stud- 
ied the air war problem, and had arrived at three 
options. Option A envisioned doing nothing more 
than continuing along then present lines. This 
presumed that the Saigon government, which 
was to experience a pair of coups in the next two 
months, could resist the current Viet Cong mili- 
tary and political onslaught. Washington believed 
that Saigon was on the ropes militarily, and that it 
could not control the situation in the countryside, 
or for that matter, even in the cities or around 
military installations. Option B was for a full and 
fast air offensive against targets throughout 
North Vietnam. This meant redeploying large 
numbers of air force attack wings and naval carri- 
er groups to Southeast Asia ~ an escalation of the 
conflict which could be interpreted as a direct 
threat to North Vietnam. Except for presidential 
advisor Walt Rostow and Air Force Chief of Staff, 
General Curtis LeMay, this option was not 
favored by anyone, even the JCS, for a variety of 
reasons. One problem was the difficulty in sus- 
taining such an operational tempo without hav- 
ing in place a logistics system of bases for staging, 
supplying, and maintaining the air assault. 
Another was the possible aggressive reaction 
from Beijing or Moscow. Rostow considered the 
risk of Chinese or Soviet intervention not to be 
realistic, even if the United States bombed 
throughout the DRV right up to the Chinese bor- 
der.* He may have been alone in this opinion. The 
JCS and the intelligence community remained 
wary of the spectre of Chinese intervention. 
During and after the Tonkin Gulf crisis, NSA had 
specifically directed all field sites to report any 
reaction at all by the PRC.? 


(U) Option C was a sort of compromise, a “go- 
slow” version of an air assault, which assumed 
that Washington, by fine-tuning the size and 
intensity of attacks, could simultaneously exert 
control over the tempo of the war and push Hanoi 
into a withdrawal of its support of the commu- 
nists in the south. Option C called for a two-phase 
air war. The first, which would begin relatively 
soon after adopted, entailed a campaign against 
the communist supply effort down the Ho Chi 
Minh Trail in Laos. Previous efforts at using the 
RLAF to stem the flow had failed. The Laotian 
premier, Souvanna Phouma, had been worried 
about appearing too close to the Americans; at 
the same time, the results of the RLAF strikes had 


’ been equivocal at best. Furthermore, the Laotian 


Air Force’s ability to substantially increase its 
interdiction campaign, even with additional air- 
craft transfers and pilot training, was limited due 
to the usual shortage of trained support and 
maintenance personnel and facilities.* 


(U) The second phase called for strikes 
against selected targets in North Vietnam. This 
phase was intended to “signal” that Washington 
would no longer tolerate Hanoi’s support of the 
southern communists. Success also hinged on 
Saigon’s ability to improve its effectiveness in 
prosecuting the war. Washington assumed that 
the South could maintain internal order and actu- 
ally participate in the air assault on the DRV. Yet, 
this original intent of including South Vietnam in 
the air campaign soon would be modified. 
Instead, the air war’s main purpose was to prop 
up the government of South Vietnam and to 
improve its morale.° Here, then, was the first time 
Washington clearly defined an escalation of the 
war as the only way to remedy Saigon’s near col- 
lapse.® 


(U) At a meeting on 1 December 1964, 
President Johnson chose option “C.” At a press 
conference two days later, Ambassador Maxwell 
Taylor hinted broadly that he had been author- 
ized to improve Saigon’s war efforts and that this 
might involve “new tactics and methods,” but he 
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DRV aircraft to the warning system. There was an 
air defense capability which included the AAA 
force, and the SA-2 surface-to-air-missile system 
which arrived in the DRV in the spring of 1965. 
Finally, there was the capability to control jet 
fighter aircraft. 


-(S//SB It was the Gulf of Tonkin crisis that 
spurred a dramatic increase in the nature and 
activities of Hanoi’s air defense. Most notable was 
the arrival of first jet aircraft into its operational 
air force inventory. Within two days of the crisis, 
thirty-six Chinese MiG-15 (FAGOT) and MiG-17 
(FRESCO) jets arrived at Phuc Yen airfield. These 
probably were flown in by Chinese pilots. 
However, two weeks later, Vietnamese pilots 
were taking the jets up for familiarization and 
training flights. 


(SA/SB- The second result of the Gulf of 
Tonkin crisis was the establishment of an air 
warning liaison network between the Chinese and 
Vietnamese systems. Two communications links 
were set up: Hanoi to Kuangchou on 2 
September 1964, and Hanoi to K’unming on 10 
September. This liaison net provided coverage 
over the area of Hainan Island, the Gulf of 
Tonkin, the DRV, and Laos 


{54/5B As the air war pro- 
gressed, the North Vietnamese 
kept improving and adding to their 
air defense system,By 1967-68, 
the system was manned by about 
110,000 personnel, of whom 90 
percent were“in the air surveil- 
lance, missile, and flak units. 
Intelligence estimates credited 
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Hanoi with over 150 radar sites, almost 150 SA-2 
Sites (though not all were active), some 8,000 
AAA weapons of all calibers, and 105 MiG-17s and 
MiG-21s (Fishbed), though usually anywhere 
from a third to half of the fighters were based at 
Chinese airfields. 


3877S The Air Defense Headquarters at Bac 
Mai Airfield was the senior command for North 
Vietnam’s air defense operations. It operated 
under the General Staff of the People’s Army of 
Vietnam (PAVN). The Air Defense Headquarters 
worked closely with the North Vietnamese Air 
Force Headquarters also at Bac Mai, and many of 
the operations of the two headquarters were 
closely integrated, This integration was complet- 
ed by January 1966 when the mainline high fre- 
quency facilities of all command elements 
employed a common signals operating plan.” 


S//S8E At the heart of Hanoi’s system were 
two sections: the Air Situation Center and the Air 
Weapons Control Staff. The Air Situation Center 
received and processed air defense information 
from its own and Chinese Communist air surveil- 
lance networks. It issued advisories to the Air 
Weapons Control Staff and other parts of the air 
defense system. This same information would be 
passed to the Chinese Communist air defense sys- 
tem via the liaison links established in 1964. 


(VU) Reconnaissance version of F-4 hit by a North Vietnamese SA-2 





pane te te city att TY 


ob at tomer nemo mega sat 









buildup of these latter forces. 


Vietnamese flight train- 
ing during this time probably corresponded with 
similar U.S. and European civilian air patrol 
units, paramilitary schools, and semiprivate fly- 
ing clubs. Most of the training was fairly basic: 
takeoff and landing, local area flying, and basic 
air navigation. In July 1960, six Yak-18 (MAX) 
Soviet single-engine propeller trainers were 
added to the program and provided some addi- 
tional experience. The Air Sports Club probably 
served as a center for selecting high-potential 
candidates for advanced training outside of 
Vietnam, most likely in the Soviet Union and 
other select Warsaw Pact countries.** North 
Vietnamese aviation continued its slow expan- 
sion through 1960. A number of new aircraft were 
acquired and four new airfields were opened. The 
DRV military air arm further expanded during 
the Laotian airlift of 1961-62. A number of IL-14 
transports and MI-4 helicopters were delivered or 
turned over by Moscow to Hanoi. 


-(S//SB Beginning in early summer 1962 and 
continuing into the next year, SIGINT analysts 
had been receiving reports and intercepting com- 
munications which indicated that there was sub- 


stantial j joint activity between the Vietnamese and 


Throughout 1963 and into 
1964, a number of high-level conferences involv- 
ing political and military delegations of the two 
countries were held. 





~S//SH In late 1963, when a regiment of 
Chinese MiG-17s arrived at the Chinese base at 
Mengtzu, near the border of the two countries, it 
seemed that the arrival of jet fighters into Hanoi’s 
inventory was imminent. In May 1964, it was 
learned that a high-level North Vietnamese dele- 
gation was preparing to meet_with Chinese 
Communist leaders an Mengtzu. 













+5//5B-In August 1964, the first reaction by 
the cryptologic community-to the Gulf of Tonkin 
crisis was to reorganize the collection cover age of 
the communist air and air defense systems. Not 
surprisingly, up to August, collettion and report- 
ing of the North Vietnamese 
air missions were done Separately. In 
the field, the USAFSS site at Clark Air‘ Force Base 
in the Philippines (USA-57) was procéssing the, 
intercept_of Hanoi’s air communications, 
















At NSA, the DRV 
air problem was handled in the same office as thé. 
military and naval entities 


(8//SBWithii. days of the crisis, the first MiG 
jets arrived in North Vietnam. Shortly after their 
arrival. roposed that the processing of 
the Vietnamese air and air defense communica- 
tions be transferred from Clark Air Base 











O he next few months, N A, the AFSS, 


| iscussed the 


various possibilities and outcomes of the pro- 
posed merger. The arguments fom the’ crypto- 





y logic viewpoint against the merger were persua- 
\sive — the interrelationship of’ the DRV air SOI 
‘and cryptography with the other elements of 
Hanoi’ s forces. However, the continuing evidence 
of, the liaison and cooperation between the air 
forges of the two countries eee too much to 





while intercept control was given-specifi- 
cally to'the J-3) section. By late January ‘the order 
for the transfer of the’ Vietnamesé air analysts 
from Clark as approved. By April 


had peste duties as the second- ech- 
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sion. In fact, there never emerged a single overall 
air manager for the Rolling Thunder campaign.*” 


(U) Finally, many aspects of the bombing 
campaign were controlled from Washington. 
Much of the time the White House itself selected 
targets and defined the tempo of the missions. 
The reason behind this control was that 
Washington intended Rolling Thunder as a 
means to force North Vietnam to the negotiating 
table. To achieve this, the bombing was directed 
at Hanoi’s ability to support the war in the 
South.** Slowly, as bombing pauses failed to elic- 
it the “proper” response from the North, the tar- 
get list was extended. By the middle of 1966, 
petroleum storage sites were added to the targets 
for the aircraft. 


-~SAASB Still, an all-out bombing campaign, 
not unlike that launched against Germany during 
World War II, never materialized. Against the 
backdrop of contradictory estimates that the 
bombing would effect Hanoi’s ability to prosecute 
the war*’ was the specter of intervention by the 
People’s Republic of China. It should be noted 
that over 300,000 Chinese troops and technical 
experts rotated through North Vietnam during 
the war and that large Chinese air and ground 
combat formations lurked across the border. The 





(VU) SA-2 batteries fn North Vietnam 
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possibility of a massive aggressive Chinese inter- 
vention exerted considerable influence on the 
strategic planning of the air campaign. The 
example of Korea was still very vivid in the minds 
of many people in the administration, especially 
the president. As the war progressed, however, 
this fear began to recede.*° 


5} Opposing the Americans was a 
Vietnamese air defense system which, in 1964, 
was little more than a collection of AAA and radar 
sites. However, by the end of Rolling Thunder, it 
had evolved into a system capable of actively 
engaging American air strikes anywhere in the 
country with a multitude of weapons systems. 
The ground component consisted of hundreds, 
later thousands, of AAA sites with guns ranging in 
caliber from 12.7mm and above. Some of the larg- 
er guns were radar controlled, using such systems 
as the Whiff and Fire Can. At about the time 
Rolling Thunder began, the North Vietnamese 
were emplacing their first SA-2 batteries. In July 
1965, the first U.S. aircraft was downed by an SA- 
2 SAM. This missile, designed for high-altitude 
threats such as the B-52, soon became a mainstay 
of North Vietnam’s air defense. Coupled with 
nearby AAA sites, the Vietnamese could threaten 
high-level and low-level strike aircraft. 


(U) As for air- 
craft, the North 
Vietnamese could 
send up two jet 
fighters, the MiG-17 
(Fresco) and MiG- 
21 (Fishbed). In 
August 1964, there 
were only about 
three dozen MiGs 
in North Vietnam’s 
air force. By 1970, 
the force had grown 
to 265, including 
almost 100 MiG- 
21s. 
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American[___ aircraft flying near the Sino- 
Vietnamese border region. 


C8778 The testing of the Hammock system 
started in late October 1965. A single-channel 
printer communications link between the AFSS 
intercept site at Danang and the Air Force’s 
Control and Reporting Post (CRP) at Monkey 
Mountain was set up and secured using a KW-26 
(Romulus) encryption device. During the test, the 
KW-26 proved to be too slow, so a KY-8 (Nestor) 
secure voice link was set up. A cross-tell link was 
set up with the 7th Fleet carriers in the Gulf 
of Tonkin so that the warnings could be passed to 
the navy’s air controller known as Red Crown. 
The initial test results appeared to be good 
and everyone was enthusiastic about the possibil- 
ities.? 


+FS+/S5D However, during the tests the NRV 
suggested that the 7th AF Tactical Air Control 
Center (TACC) at Tan Son Nhut Air Base should 
receive the same data from the Air Force SIGINT 
site at Danang. This led to a duplicative effort in 
which Tan Son Nhut and Monkey Mountain 
received separate plots from Danang. In some 
cases, the information was different, such as 
when Tan Son Nhut received MiG warnings while 
the Monkey Mountain CRP got border plots. 
During crucial activities, such as shootdowns, the 
Danang analysts would find themselves reporting 
to both stations, not certain if the information 
could be processed and passed along.** 


€FS7/SH Also, the system was inherently 
slow. Manually converting the North Vietnamese 
tracks, which themselves could be minutes old, 
took time to complete. Passing the data to both 
the TACC and CRP slowed it down even more. 
The warnings could take anywhere from twelve to 
thirty minutes to reach the pilots. Added to this, 
the warnings were passed to the pilots over their 
communications guard channel, which already 
was close to overload. Warnings would be trans- 
mitted, but in the confusion and clutter of radio 
communications, they could get missed or 
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ignored. So it was in April 1966 that an F-105 was 
shot down well after a Hammock warning was 
passed twice over the guard channel.** 


ESH5B- However, it was an intemational 
incident which finally forced changes to the clum- 
sy procedures in the Hammock warning system. 
On 8 May 1966, four Air Force EB-66 Electronic 
Warfare aircraft, escorted by four F-4C fighters, 
strayed into Chinese Communist air space near 
the town of Lao Kay. Beginning early that morn- 
ing, the SIGINT mission at Danang sent seven 
messages to the CRP at Monkey Mountain warn- 
ing of the impending border crossing. The CRP, 
in turn, tried to relay the messages to the desig- 
nated ACRP mission, the Navy’s Big Look (EC- 
121M), supposedly flying in the Gulf of Tonkin. 
But the Big Look mission had been scrubbed that 
day, possibly for lack of fighter support, so the 
warnings went nowhere. The Reporting Post also 
tried to pass the warnings via the Navy's Red 
Crown platform, but no one could confirm that . 


the warnings had been sent.*® 


4557/55 In reaction to the border intrusion, 
the Chinese scrambled four MiG-17s to intercept 
the errant flight. A dogfight took place and one 
MiG was shot down, crashing seventeen miles 
inside the Chinese border. Beijing officially com- 
plained of a border violation and threatened to 
widen the war. They released pictures of the 
wreckage and of the F-4s’ auxiliary fuel tanks in 


Chinese territory. The Air Force claimed that the 
had never strayed over the border. 
|The 


Pentagon ordered an investigation into wiiy the 
planes had not been warned.*” : 





The problém was not the collection or 
interpretcion of the SIGINT. Rather, it lay in get- 
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last bombing operation of Linebacker II in 
December 1972. 


€5//SB-Flying for Uncle Ho: 
Foreign Communist Pilots during 
the Vietnam War, 1964-1972 


~(8//SH During the air war, there were reports 
of pilots from other countries flying missions 
against American aircraft. To SIGINT personnel, 
these reports reflected a well-known fact. From 
the very beginning of the air war in North 
Vietnam, there was foreign communist support to 
the Hanor’s air force. 





Immediately fol- 
‘lowing the Gulf of Tonkin incidents, thirty-six of 
the MiGs from the training unit redeployed from 
Mengtzu to the newly extended and upgraded air- 
field at Phuc Yen in the DRV. Chinese pilots 
stayed on at Phuc Yen as instructors from late 
1964 into early 1965. During this time, North 


; Vietnamese pilots practiced a variety of maneu- 


vers to develop proficiency in take-off and land- 
ings, climb exercises, cloud piercing, and some 
occasional aerial intercept. Vietnamese trainee 
pilots were taught using Chinese flight terminolo- 
gy. By December 1964, another set of MiGs 
arrived from China to bring the total to fifty- 
three. 


“(8778P Still, the Chinese pilots performed 
solely as instructors as their Vietnamese charges 
extended their proficiency into nighttime inter- 
cept and gunnery exercises.” At no time did the 
Chinese pilots ever engage in combat missions. In 
fact, their role faded by mid-1965 when newer air- 
craft, notably the Soviet-supplied MiG-21, were 
added to Hanoi’s inventory by the Soviets. The 
Chinese maintained a sizable contingent in North 
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Vietnam, which was estimated at about 180,000 
personnel at its height. Chinese troops mostly 
provided logistical and engineering support and 
manned AAA units around air bases and key 
transportation sites such as bridges and railroads. 
The Chinese forces stationed in North Vietnam 
never included any ground combat or air force 
units.” 


(U) Between 1965 and 1973, about 320,000 


‘Chinese technicians and soldiers would serve in 


the DRV. Over 5,000 Chinese would be killed or 
wounded, almost all casualties from U.S. air 
attacks. Interestingly, the Chinese took few secu- 
rity precautions and operated openly, aware that 
U.S. photographic and signals intelligence 
sources were observing them. Some scholars have 
suggested that by this rather open presence, the 
Chinese were sending Washington a warning of 
their intention to support the Vietnamese.” 


(U) Later, after 1968, the Chinese would sup- 
ply the DRV air force with nearly three dozen of a 
Chinese variant of the Soviet MiG-19, known as 
the F-6, a highly potent air-to-air fighter. This 
fighter would supplement the DRV’s inventory of 
jet fighters, but the Soviets eventually would sup- 
ply almost ten times more aircraft.” 


45//Sh-As mentioned above, in early 1965 the 
Chinese instructors were supplanted by their 
Soviet counterparts. Soviet pilots were known to 
have been in the DRV as early as January 1961.” 
By May 1965, they were heard for the first time in 
Vietnamese Air Force communications. Some 
Vietnamese pilots were also heard using Russian 
terms, while others appeared to be bilingual. 


€8//SB Actually, Vietnamese pilots had been 
going to the USSR since 1959 at a rate of about 
forty per annum. They had been sent to 
Krasnodar to participate in a five-year training 
program in either the MiG-17, single-engine 
fighter or the IL-28 (BEAGLE) light bomber air- 
craft. The Soviet fighter training program empha- 
sized basic flight and engineering up to complex 
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